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About

Zhihang Wei

• ilbers GmbH
• Isar maintainer

ilbers GmbH

• Embedded software development: Boot loader, kernel, drivers,
applications
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Isar Infrastructure

• GitHub: Source code, security advisories

• Mailing List: Patch submission, review, discussion
• Patchwork: Patch status
• Jenkins: CI testing
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Isar Infrastructure

https://github.com/ilbers/isar
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Isar Infrastructure
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Isar Infrastructure

https://patchwork.isar-build.org/project/isar/list/
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Patch review

• Read the patch
• Provide feedback
• Test on CI
• Report issue on CI
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Testsuites

• dev Basic building, qemu image booting
• fast Several features: cross-build, locale, SBOM generation
• fullMore features and platforms coverage
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CI testing: Fetching issues

Examples:

• raspbian source

• ubuntu source
• https://ftp.denx.de/pub/u-boot/u-boot-2025.10.tar.bz2
• http://www.schweikhardt.net/samefile-2.14.tar.gz
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CI testing: Fetching issues

raspbian source

Err:13 http://archive.raspberrypi.org/debian bookworm/main
armhf initramfs-tools-core all 0.142+rpt4+deb12u3
Temporary failure resolving 'archive.raspberrypi.org'

Err:14 http://raspbian.raspberrypi.org/raspbian bookworm/main
armhf libargon2-1 armhf 0~20171227-0.3+deb12u1
Temporary failure resolving 'raspbian.raspberrypi.org'

Err:15 http://archive.raspberrypi.org/debian bookworm/main
armhf initramfs-tools all 0.142+rpt4+deb12u3
Temporary failure resolving 'archive.raspberrypi.org'

Err:16 http://raspbian.raspberrypi.org/raspbian bookworm/main
armhf dmsetup armhf 2:1.02.185-2
Temporary failure resolving 'raspbian.raspberrypi.org'

Err:17 http://archive.raspberrypi.org/debian bookworm/main
armhf raspberrypi-kernel armhf 1:1.20230405-1
Temporary failure resolving 'archive.raspberrypi.org'
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CI testing: Fetching issues

raspbian source

Err:16 http://raspbian.raspberrypi.org/raspbian bullseye/main
armhf libsystemd0 armhf 247.3-7+rpi1+deb11u8
Connection failed [IP: 185.41.106.155 80]

Err:27 http://raspbian.raspberrypi.org/raspbian bullseye/main
armhf dpkg armhf 1.20.13+rpi1
Could not connect to mirror.netzwerge.de:80 (185.41.106.155),
connection timed out [IP: 185.41.106.155 80]

Err:28 http://raspbian.raspberrypi.org/raspbian bullseye/main
armhf perl-base armhf 5.32.1-4+deb11u5
Unable to connect to mirror.netzwerge.de:
http: [IP: 185.41.106.155 80]

Err:40 http://raspbian.raspberrypi.org/raspbian
bullseye/main armhf libpam0g armhf 1.4.0-9+deb11u2
Unable to connect to mirror.netzwerge.de:
http: [IP: 185.41.106.155 80]
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CI testing: Fetching issues

ubuntu source

Err:1 http://ports.ubuntu.com/ubuntu-ports resolute/main
arm64 libcom-err2 arm64 1.47.2-3ubuntu4
Could not connect to ports.ubuntu.com:80 (91.189.91.104),
connection timed out
Could not connect to ports.ubuntu.com:80 (91.189.91.102),
connection timed out
Could not connect to ports.ubuntu.com:80 (91.189.91.103),
connection timed out [IP: 91.189.91.103 80]

Err:2 http://ports.ubuntu.com/ubuntu-ports resolute/main
arm64 libext2fs2t64 arm64 1.47.2-3ubuntu4
Unable to connect to ports.ubuntu.com:http: [IP: 91.189.91.103 80]

Err:3 http://ports.ubuntu.com/ubuntu-ports
resolute/main arm64 libss2 arm64 1.47.2-3ubuntu4
Unable to connect to ports.ubuntu.com:http: [IP: 91.189.91.103 80]
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CI testing: Fetching issues

ubuntu source

Err:1 http://archive.ubuntu.com/ubuntu noble/universe amd64
localepurge all 0.7.3.10
Connection failed [IP: 185.125.190.81 80]

E: Failed to fetch
http://archive.ubuntu.com/ubuntu/pool/universe/l
/localepurge/localepurge_0.7.3.10_all.deb
Connection failed [IP: 185.125.190.81 80]

E: Some files failed to download
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CI testing: Fetching issues

https://ftp.denx.de/pub/u-boot/u-boot-2025.10.tar.bz2

ERROR: mc:de0-nano-soc-bullseye:u-boot-de0-nano-soc-2020.10-r0 do_fetch:
Fetcher failure for URL:
'https://ftp.denx.de/pub/u-boot/u-boot-2020.10.tar.bz2'.
Unable to fetch URL from any source.
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CI testing: Fetching issues

http://www.schweikhardt.net/samefile-2.14.tar.gz

ERROR: mc:qemuamd64-bookworm:samefile-2.14-r0 do_fetch:
Fetcher failure for URL:
'http://www.schweikhardt.net/samefile-2.14.tar.gz'.
Unable to fetch URL from any source.
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CI testing: Finding more stable source

Example: ti git source:

• - https://git.ti.com/cgit/processor-firmware/ti-linux-firmware

• + https://github.com/TexasInstruments/ti-linux-firmware
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CI testing: GitHub issues

• Pulling docker container image
• Pulling archive
• Pulling public repo unauthenticated
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Manual testing

• kas menu
• installer UI
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Adding new test cases: New functionality

Example: ”Add support for dracut”, developed by Quirin

• Testcase: Generate dracut-based initramfs
• [2/4] CI: add smoke-tests for switch to dracut in isar-image-ci
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Adding new test cases: ”Fix” patches

”Fix” patches solve issues that are probably not visible in CI.
Add a test case to:

• Recreate this issue
• Make sure it will not be silently broken again

Example: ”Fix kernel build and propagation of linux-libc-dev” by
Felix Mößbauer

• [v2,2/4] fix(kernel): restore building of linux-libc-dev
• [v2,4/4] testsuite: add test for KERNEL_LIBC_DEV_DEPLOY
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CI testing: Patch conflict

• Next + Patch A: PASS
• Next + Patch B: PASS
• Next + Patch A + Patch B: FAIL

Example:

• A: [PATCH] rootfs: rework no-generate-initrd rootfs feature
• B: [PATCH] image: introduce IMAGE_INITRD, deprecate
INITRD_IMAGE
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CI testing: Patch conflict

A: [PATCH] rootfs: rework no-generate-initrd rootfs feature

• ”generate-initrd” = No logic moved to rootfs.bbclass
• initramfs.bbclass inherits rootfs.bbclass
• Custom initramfs recipes inherit initramfs.bbclass
• ”generate-initrd” = No by default for custom initramfs recipes
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Isar updates: Release v1.1

Released in May 2026
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Isar updates: Unprivileged building

Developed by Felix Mößbauer

Traditionally, Isar use sudo for several operations:

• mount, chown, apt-get
• mmdebstrap, chroot

sudo: Security risk
Unprivileged building:

• Operate under unshare instead of sudo

Transparent to user:

• Switch between privileged and unprivileged building
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Isar updates: Testsuite improvements

New test-container by Jan Kiszka

• Isar source tree is mounted read-only
• Writable overlay as a workspace for building and testing

Testsuite execution speedup by Felix Mößbauer
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Isar updates: Installer frontend/backend

Developed by Kasturi Shekar

• Separate installer frontend and backend
• Backend sys_api.sh: Structured API
• Frontend installer_ui.sh: User interaction
• Existing behavior remains unchanged
• Foundation for additional installer frontends
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Isar updates: Security policy

Defined in SECURITY.md

• Processed differently from regular patches
• Published on the list after merging

• Fix has been tested and merged
• Security advisory is ready

• Last 12 months: 2 CVEs published
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Isar updates: CVE-2025-65100

Reported by Clara Kowalsky, fixed by Felix Mößbauer

• ISAR_APT_SNAPSHOT_TIMESTAMP: Snapshot timestamp used
for package sources

• ISAR_APT_SNAPSHOT_DATE: Easier for user to use
• ISAR_APT_SNAPSHOT_TIMESTAMP[security]
• ISAR_APT_SNAPSHOT_DATE[security]
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Isar updates: CVE-2025-65100

Reported by Clara Kowalsky, fixed by Felix Mößbauer

• ISAR_APT_SNAPSHOT_TIMESTAMP: not set
• ISAR_APT_SNAPSHOT_DATE: Set
• ISAR_APT_SNAPSHOT_TIMESTAMP[security]: not set
• ISAR_APT_SNAPSHOT_DATE[security]: not set

For ISAR_APT_SNAPSHOT_DATE[security]:

• Value in ISAR_APT_SNAPSHOT_DATE is ignored
• By default: SOURCE_DATE_EPOCH
• Could be a much older date
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Isar updates: CVE-2026-55222

Reported and fixed by Felix Mößbauer

/etc/apt/trusted.gpg.d was manually created during
bootstrap

• Ownership: the calling user, instead of root
• Alterable by another unprivileged user with the same ID

Solution:

• Set the directory ownership to root:root in setup step
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Thank you!
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