Contributing to GitLab:
Protected Packages

Gerardo Navarro (B310 Digital)
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Step #1: Issue

o Use Google and GitLab to find existing issues
or epics

o Unterstand and research the scope of the
issue

o Contribute your opinion, thoughts and
questions to the discussions

|ldentify packages as protected to prevent

accidental deletion or updates
(O Open £ Epic created 3 years ago by Tim Rizzi

Context

You can use the GitLab Package Registry to publish and store packages right alongside your source
code and pipelines. A Developer in the respective project may publish new versions of a package using
GitLab CI or the command line. However, similar to protected branches, there are many cases where
only a Project Admin should be allowed to update or delete a given package.

The following features are already available to protect the release process:

e Protected Branches

e Protected Tags

e Protected Environments

e Protecting Pipeline Settings by hosting .gilab-ci.yml in a separate project

However, there is no way to do the same for packages. This means that we are protecting all of the
components responsible for creating a package but not the output.

Proposal

For each package manager format add configuration options for restricting all actions except read
(create, update and delete) similar to the existing Protected Branches, Protected Tags and Protected
Environments.

https://gitlab.com/groups/gitlab-org/-/epics/5574


https://gitlab.com/groups/gitlab-org/-/epics/5574

Step #2: Collaborate

Gerardo Navarro @gerardo-navarro - 11 months ago

o Express your desire to contribute Hi @trizz

| would like to work on this epic (&5574) or issue (gitlab#18984 (closed)). Given all the comment
threads related to this, | think it makes sense to discuss and define an implementation plan in order to

O DiSCUSS SCOpe Of issue’ featu re or epic sync and streamline our work. What do you think?

[} Add specific feature flag => gitlab#413641 => MR

[] Add section in project setting to select and protected packages

[] Add db migration for protected packages (possibly background db migration of existing data)

[ ] Possibly adjust policies to handle protected packages

[] Implement the handling of protected packages the different package types (e.g. Composer,
Conan, Maven, ...), see existing child issues

[] Documentation

[_] Rollout feature flag

[} Clean up feature flag

e Propose implementation plan and next steps

Edited 11 months ago by Gerardo Navarro

V2 || ©
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%‘ﬁ 3 Tim Rizzi @trizzi - 11 months ago Author | (©)

@gerardo-navarro That's great to hear. Do you think it would be helpful to have a short video
call with one of the engineers at GitLab to review your implementation plan and talk through
any expected pitfalls?

https://gitlab.com/groups/gitlab-org/-/epics/5574#note_1409907000 5
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Step #3: Proof of Concept

» Understand necessary effort, expected feature Draft: Protected npm package in Cat
scope and upcoming design decisions package registry [POC]

33 Closed Gerardo Navarro requested to merge % gitlab-community/gitlab:.. into master
11 months ago

e Focus on essentials functions Overview 6  Commits 2  Pipelines 6  Changes 8

What does this MR do and why?

® ASk fOI' feed baCk early on and Sta rt a diSCUSSiOI’l This MR will not be merged. The intention is to discuss and document design decision and

implemenation details.

This MR wants to provide a POC implementation for the Identify packages as protected to prevent
accid... (&5574).

What do we want to achieve with this POC?

e Better understanding of implementation approach and complexity
o Better estimate of implementation plan
e Discuss the data model

What do we not want to achieve with this POC?

e Discuss necessary ux / ui changes in regards to the project settings
e Investigate the implemenation of dependency types other than npm

K with @ at Siemens

https://gitlab.com/gitlab-org/gitlab/-/merge_requests/122367 6
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Step #4: Implement

Protected packages Add protection rule
Name pattern Type Push protected up to access level Actions
@siemens/open-source-at-siemens-prod-* npm [ Owner v ] 0
@siemens/open-source-at-siemens npm [ Owner v ] S

Publishing to http://gdk.test:3000/api/v4/projects/34/packages/npm/ with tag latest and default access
E403
403 Forbidden - PUT http://gdk.test:3000/api/v4/projects/34/packages/npm/@siemens%2fopen—-source—at—-siemens—-prod-variant-1 - Package protected.
In most cases, you or one of your dependencies are requesting
a package version that is forbidden by your security policy, or

on a server you do not have access to.




int #1: Communication

Marcel van Remmerden @mvanremmerden - 6 days ago Developer @ (& «

o Use screenshot, screencasts or other visuals Resolved 6 days ago by Marcel van Remmerden

@gerardo-navarro I'm generally trying to understand some of the previous design choices that were
made, as it seems like it's partially inspired by the Ul of the "Protected branches" and "Protected tags"
table, but with some differences, and I'm not sure if each of these are intentional:

® Apply teXt fOI’mattmg fOr Vlsual StrUCture Different action text ("Unprotect" vs. "Delete")

Different permission level text ("Allowed to push" vs. "Push protected up to access level")
Alignment of text (Vertically centered in "Protected branches" vs. "Top aligned" in "Protected

packages")

€€ . b 3 .
* Include “Call-To-Action”, e.g. question

v Collapse replies

i, Gerardo Navarro @gerardo-navarro - 6 days ago Author = | Contributor (&) £

@mvanremmerden These questions are totally valid.

Background information: The feature "Protected containers" (and "Protected packages") is
currently under active discussion and development. Therefore, this feature is currently behind a

¢ Add helprl (necessary) ConteXt or baCkg rou nd feature flag that will not be activated for @REESaP- So, things are still moving and changing to
information some extent.

Different action text ("Unprotect" vs. "Delete")

Our goal is to align the wording between "Protected containers" and "Protected branches"”. This is
an open todo for the existing CRUD feature "Protected packages", see #413641 (comment
1770699822). | will adjust the wording accordingly for this specific MR, see
https://gitlab.com/gitlab-org/gitlab/-/merge_requests/146436/diffs?
commit_id=39b2845da9cfe4c2d836660dbd4d13657¢c3801c9&pin=7¢c21745545099a19bd5fa2a9f
25d8c660425db32#7¢c21745545099a19bd5fa2a9f25d8¢c660425db32_44_43.

https://gitlab.com/gitlab-org/gitlab/-/merge_requests/146436#note_1811029671 8
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Hint #2: Communication

o Assume positive intent in every interaction

» Friendly, responsible and inclusive
communication is key

» @Mention / Ping reviewers or collaborators
directly to get their attention

» Quote previous questions in your answer

» Use links to directly reference resources

Marcel van Remmerden @mvanremmerden - 6 days ago Developer @ (&) €

Resolved 6 days ago by Marcel van Remmerden

@gerardo-navarro I'm generally trying to understand some of the previous design choices that were
made, as it seems like it's partially inspired by the Ul of the "Protected branches" and "Protected tags"
table, but with some differences, and I'm not sure if each of these are intentional:

e Different action text ("Unprotect" vs. "Delete")
e Different permission level text ("Allowed to push" vs. "Push protected up to access level")
e Alignment of text (Vertically centered in "Protected branches" vs. "Top aligned" in "Protected

packages")

Any chance you could give me some background on these aspects?

v Collapse replies

8L Gerardo Navarro @gerardo-navarro - 6 days ago Author | | Contributor | (&) £

@mvanremmerden These questions are totally valid.

Background information: The feature "Protected containers" (and "Protected packages") is
currently under active discussion and development. Therefore, this feature is currently behind a

feature flag that will not be activated for @REESaP- So, things are still moving and changing to
some extent.

Different action text ("Unprotect" vs. "Delete")

Our goal is to align the wording between "Protected containers" and "Protected branches"”. This is
an open todo for the existing CRUD feature "Protected packages", see #413641 (comment

06998 vill adiu he wordina accordind or th pecific MR, see

https://gitlab.com/gitlab-org/gitlab/-/merge_requests/146436/diffs?
commit_id=39b2845da9cfe4c2d836660dbd4d13657¢c3801c9&pin=7¢c21745545099a19bd5fa2a9f

25d8c660425db32#7¢21745545099a19bd5fa2a9f25d8c660425db32_44_43.

https://gitlab.com/gitlab-org/gitlab/-/merge_requests/146436#note_1811029671
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Hint #3: Work in Parallel

Draft: Protected packages: Shorten GraphQL field "protectionRuleExists’ Part 3
. . . . 3 of 9 checklist items completed
¢ Work On m u lt] ple MR to aVO] d ]d le t] me gitlab!152376 - created 2 days ago by Gerardo Navarro
Community contribution group package registry
section ci maintenance )

. “Stacking” MRs with separate scopes when oo et s Shre g e et 7]

0 of 11 checklist items completed

b u‘i ld 'i n g O n la rge r featu reS gitlab!152372 - created 2 days ago by Gerardo Navarro
Community contribution group package registry @ ( section ci

maintenance ) Qi1

Protected packages: Add help text for name pattern input 0 of 10 checklist items completed

O WOrk 'in different areas Of the COde base to gitlab!152221 - created 3 days ago by Gerardo Navarro < 17.0
. . . Community contribution @R:CEL[leRel{ETTrL1([e]y Technical Writin Ul text documentation linked-issue
engage with different GitLab teams T :

Protected packages: Shorten GraphQL field ‘protectionRuleExists’ Part 19 of 9 checklist items completed

gitlab!151881 - created 1 week ago by Gerardo Navarro < 17.0

Keeb track of foll tod T B cacing Organization Y Tecmical Wriing J U} backend Y devops R
¢ REECp track of Tollow-up todos T rorovemen) CTRTIED (D (aroup. package reasty

MR EETT SN (section | ci ) @ maintenance ) m ready for review )

Draft: Protected packages: REST API POST create package protection rules 0 of 1 checklist item completed
gitlab!151136 - created 1 week ago by Gerardo Navarro

Community contribution) (e cay) ey CETLE group package registry
section ci ) @5 workflow

Protected containers: Use can_admin_all_resources? instead of user.admin?

ContainerRegistryAuthService 4 of 5 checklist items completed
gitlab!150778 - created 2 weeks ago by Gerardo Navarro < 17.0

IR STl Hackathon X Leading Organization devops feature enhancement
group container registry | QellsEULGERplIgE )18 ( section ci | QYL Mready for review)

10



Try out protected packages
oh code.siemens.com

Gerardo Navarro

Full-Stack / DevOps Software Engineer
gerardo@b310.de
https://gitlab.com/gerardo-navarro
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