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• Dovetail interface -- the successor to the I-IPIPE
• Two-stage IRQ pipeline
• Dovetail Interrupt Flow on X86
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• Cascaded IRQ handling process
• Fixing up the IRQ chip driver
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Non-virtualized call

flags = hard_local_save_flags()
hard_local_irq_disable()
hard_local_irq_enable()
flags = hard_local_irq_save()
hard_local_irq_restore(flags)
hard_irqs_disabled()
hard_irqs_disabled_flags(flags)

Inband Operations(stall/uninstall)

Original Linux/Virtual Inband stage operation

local_save_flags(flags) -none-

local_irq_disable() Inband_irq_disable()
local_irq_enable() inband_irq_enable()

local_irq_save(flags) flags=inband_irq_save()

local_irq_restore(flags) inband_irq_restore(flags)

irqs_disabled() inband_irqs_disabled()

irqs_disabled_flags(flags) -none-

OOB stage operation(Stall/Unstall)

oob_irq_disable()
oob_irq_enable()

flags = oob_irq_save()

oob_irq_restore(flags)

oob_irqs_disabled()

Two-stage IRQ pipeline
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IRQ Event

arch_pipeline_entry
(arch/x86/kernel/irq_pipeline.c)

arch_handle_irq
(arch/x86/kernel/irq_pipeline.c)

generic_pipeline_irq
(kernel/irq/pipeline.c)

IRQ flow handler
(kernel/irq/chip.c)

handle_oob_irq()
(kernel/irq/pipeline.c)

OOB 
handler

Out-of-band handler
(In Real-time Core)

Y

handle_irq_pipelined_finish
(kernel/irq/pipeline.c)

arch_do_IRQ_pipelined
(arch/x86/kernel/irq_pipeline.c)

IRQ flow handler
(kernel/irq/chip.c)

in-band IRQ handler
(In linux kernel)

synchronize_pipeline
(kernel/irq/pipeline.c)

IRQ
Logged?

Y

N

Post IRQ in in-band log
(kernel/irq/pipeline.c)

N return

on exit

Pipeline entry context

Out-of-band context

In-band context

on entry

Dovetail Interrupt Flow on X86



Case Study on SD/MMC CD IRQ Storm

cat /proc/interrupts

                CPU0     CPU1       CPU2    CPU3

   14:    2440190          0          0          0  IR-IO-APIC   14    -fasteoi   INTC1020:00, 
INTC1020:01, INTC1020:03, INTC1020:04, INTC1020:05

 128:    2440190          0          0          0  INTC1020:01  112      0000:00:1a.1 cd

§ Xenomai 3.2.2 + Linux 5.10.179:

§ But Linux 5.10.179: Can not reproduce the issue
cat /proc/interrupts

                CPU0     CPU1       CPU2    CPU3

   14:    1          0          0          0  IR-IO-APIC   14    -fasteoi   INTC1020:00, INTC1020:01, 
INTC1020:03, INTC1020:04, INTC1020:05

 128:    1          0          0          0  INTC1020:01  112      0000:00:1a.1 cd

INTC1020

IOAPIC

CPU

APIC BUS

00 01 03 04 05

hwirq: 14
irq: 14

hwirq: 112
irq:128

SD/MMC Card Detect



Get stack to further analysis

handle_edge_irq
generic_handle_irq
intel_gpio_irq
__handle_irq_event_percpu
handle_irq_event
handle_fasteoi_irq
asm_call_irq_on_stack
</IRQ>
arch_do_IRQ_pipelined
sync_current_irq_stage
handle_irq_pipelined_finish
arch_pipeline_entry
asm_common_interrupt

1. Define asm_common_interrupt
2. Call common_interrupt



arch_pipeline_entry
(arch/x86/kernel/irq_pipeline.c)

arch_handle_irq
(arch/x86/kernel/irq_pipeline.c)

generic_pipeline_irq
(kernel/irq/pipeline.c)

IRQ flow handler
(kernel/irq/chip.c)

handle_oob_irq()
(kernel/irq/pipeline.c)

OOB 
handler

Out-of-band handler
(In Real-time Core)

Y

handle_irq_pipelined_finish
(kernel/irq/pipeline.c)

arch_do_IRQ_pipelined
(arch/x86/kernel/irq_pipeline.c)

IRQ flow handler
handle_fasteoi_irq                                                           handle_edge_irq

(kernel/irq/chip.c)

Cascaded Irq Controller handler
drivers/pinctrl/intel/pinctrl-

intel.c

synchronize_pipeline
(kernel/irq/pipeline.c)

IRQ
Logged?

Y

N

Post IRQ in in-band log
(kernel/irq/pipeline.c)

on exit

Pipeline entry context

Out-of-band context

In-band context

on entry

generic_handle_irq
(kernel/irq/irqdesc.c)

SD/MMC Card Detection 
Interrupt handler

IRQ Event

N
return

Cascaded IRQ handling process
1

2

3

1 : Translate from vector to irq num 14 &  first play then posted 

2 : Irq 14 is replayed in in-band

3 : Irq 128 is decoded after INTC1020 irq handler is executed

4 : irq 128 play flow handler handle_edge_irq and then 
execute sd/mmc CD  interrupt handler 

4

handle_edge_irq
generic_handle_irq
intel_gpio_irq
__handle_irq_event_percpu
handle_irq_event
handle_fasteoi_irq
asm_call_irq_on_stack
</IRQ>
arch_do_IRQ_pipelined
sync_current_irq_stage
handle_irq_pipelined_finish
arch_pipeline_entry
asm_common_interrupt

2

3

4

1

2



arch_pipeline_entry
(arch/x86/kernel/irq_pipeline.c)

arch_handle_irq
(arch/x86/kernel/irq_pipeline.c)

generic_pipeline_irq
(kernel/irq/pipeline.c)

IRQ flow handler
(kernel/irq/chip.c)

handle_oob_irq()
(kernel/irq/pipeline.c)

OOB 
handler

Out-of-band handler
(In Real-time Core)

Y

handle_irq_pipelined_finish
(kernel/irq/pipeline.c)

arch_do_IRQ_pipelined
(arch/x86/kernel/irq_pipeline.c)

IRQ flow handler
handle_fasteoi_irq                                                           handle_edge_irq

(kernel/irq/chip.c)

Cascaded Irq Controller handler
drivers/pinctrl/intel/pinctrl-

intel.c

synchronize_pipeline
(kernel/irq/pipeline.c)

IRQ
Logged?

Y

N

Post IRQ in in-band log
(kernel/irq/pipeline.c)

on exit

Pipeline entry context

Out-of-band context

In-band context

on entry

generic_handle_irq
(kernel/irq/irqdesc.c)

SD/MMC Card Detection 
Interrupt handler

IRQ Event

N
return

1

2

3

1 : Irq 14 first play and posted 

2 : Irq 14 is replayed in in-band

3 : Irq 128 is decoded after 
INTC1020 irq handler is 
executed

4 : irq 128 play flow handler 
handle_edge_irq and then
execute sd/mmc CD interrupt 
handler 

4

Find the root cause of irq storm

leave pipeline context

chip->irq_ack never called so 
that 128 interrupt keep 
triggering

A

B



arch_pipeline_entry
(arch/x86/kernel/irq_pipeline.c)

arch_handle_irq
(arch/x86/kernel/irq_pipeline.c)

generic_pipeline_irq
(kernel/irq/pipeline.c)

IRQ flow handler
(kernel/irq/chip.c)

handle_oob_irq()
(kernel/irq/pipeline.c)

OOB 
handler

Out-of-band handler
(In Real-time Core)

Y

handle_irq_pipelined_finish
(kernel/irq/pipeline.c)

arch_do_IRQ_pipelined
(arch/x86/kernel/irq_pipeline.c)

IRQ flow handler                                                          
(kernel/irq/chip.c)

Cascaded Irq Controller handler
drivers/pinctrl/intel/pinctrl-

intel.c

synchronize_pipeline
(kernel/irq/pipeline.c)

IRQ
Logged?

Y

N

Post IRQ in in-band log
(kernel/irq/pipeline.c)

on exit

Pipeline entry context

Out-of-band context

In-band context

on entry

generic_handle_irq
(kernel/irq/irqdesc.c)

SD/MMC Card Detection 
Interrupt handler

IRQ Event

N
return

IRQ handling Process after fixed
1

2

3

1 : Irq 14 first play and posted 

2 : Irq 14 is replayed in in-band

3 : Irq 128 is decoded after irq handler of INTC1020 driver 
is executed
: play flow handler to ack irq 128  and execute 
handle_oob_irq to post the irq inband

5 : replay irq 128 because it is logged and execute 
corresponding flow handler and  interrupt handler of CD 
of SD/MMC driver

5
4

4

4

5

4



Fixing up the IRQ chip driver



Thank you


